HALL COUNTY SHERIFF’S OFFICE
CRIME PREVENTION UNIT

CRIME PREVENTION TIP
DATE:
SUBJECT:

October 28, 2009
Email “Phishing” Scams

Please see the message below from AT&T regarding potential email scams, sent in by one
of our neighborhood watch members. It’s a fairly common method used by scammers.
Always treat any email that requests you to follow a link an input any kind of information as
suspect. Be diligent and check out those sites first.

Dear Internet Service Member:
We have recently noticed an increase in the number of "phishing" emails being reported among both our
members and other Internet services. These emails attempt to obtain your personal or account information by
falsely posing as a reputable company, such as AT&T, and ask you to reply by verifying your account information.
As general policy, we do not ask members to supply or verify Member ID and/or password information
in email communications.
While it is necessary to send our members occasional email messages requesting updates to their personal or
payment information, those requests will always direct you to a secure AT&T site, like the Member Center, that
requires you to authenticate by logging in to access your account information and make changes. (Secure sites
are designated by an 's' after the "http" in the address bar and a lock icon at the bottom of the screen.) We will
not ask you to reply to an email message with this information.
Should you receive a request to provide this information by replying to an email, do NOT reply to it and do NOT
provide your account information or password.
If you have any doubt of a message's authenticity, you can forward the email to scam@abuse-att.net.
More tips on how to identify and avoid phishing scams can be found at www.att.com/safety. Simply type the
URL in your navigation bar.
We hope you find this information helpful. Thank you for being a part of our online community!
Your AT&T Internet Services Customer Care Team

If you have any questions or concerns, please contact:
Deputy Stephen Wilbanks
Crime Prevention Coordinator
Hall County Sheriff’s Office
610 Main St.
Gainesville, GA 30501
770-533-7674
swilbanks@hallcounty.org
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